Preventing Spying from Faked Security Certificates

This is intended to specifically address the events happening at the end of August 2011
in Iran, where a security incident for a Dutch company has left Iranian Internet users
vulnerable to spying. There has been a lot written in general about staying safe online,
please consult organizations like Tactical Tech, Access Now or contact me directly at
(collin@averysmallbird.com).

As written about in Mardomak', beginning last week, several Iranian Internet providers
appeared to use security certificates stolen from a Dutch company ‘DigiNotar’ to impersonate
other sites, including Google. This allowed individuals to spy of web browsing that is normally
considered secure to eavesdropping. Using faked sites to collect passwords, government
organizations may potentially have access to a large number of Iranian Google users’ account.
The attack was first noticed when a user in Mashhad reported the problem, however users
from across the country been affected. We have confirmed this applies to at least users of
ParsOnline, Pishgaman, Datak and Shatel, however it may apply to all Iranians. Additionally, it
is possible other sites than Google were targeted in the attack, however, the list of who is not
available yet.

Stop the Problem

1. If you do not use Google Chrome or Mozilla Firefox, switch to them. If you are already
running either, keep your browser up to date. For Firefox users, the problem is only fixed
by updating to a version released on Tuesday, or follow the instructions available at:
http://support.mozilla.com/en-US/kb/deleting-diginotar-ca-cert

2. Make your computer not trust the company that issued the fake information.

Mac OS X: Open the application ‘Keychain Access’ in the Utilities folder
in ‘Applications’ Click ‘System Roots’-> DigiNotar Root Ca -> Get Info -> Trust ->
Change "When using this certificate" to ‘Never Trust.’
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Windows: The list of trusted companies for Internet Explorer is maintained by
centrally by Microsoft and the company has been removed from that list. Internet
Explorer is vulnerable to other security problems and you should take this time to
switch to Chrome or Firefox. Firefox users still need to update to the latest version,
or follow the instructions above.
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Limit the Damage

1. Immediately change your password. Use a long combination of words and numbers
that makes sense only to you, long sentences or combinations of words that you can
remember are better than short passwords that you will forget. Do not use your new
password anywhere else.
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2. When your Internet Browser warns you that a site may not be trustworthy, do not ignore
the warning. This is not normal. It means that something important has changed and that
strangers are possibly watching your interactions with the site. Do not continue to use
the site until the problem is addressed.

Best Practices to Avoid Future Problems
Currently, there is no way for you to directly prevent attacks like this. Keeping security in mind

is the best precaution. The problem was discovered by vigilant Iranians who paid attention to
browser warnings and strange behavior. However, there are ways to limit your exposure and
potential damage the next time something happens.

1. Use software such as Tor or a VPN to bypass government control/censorship and avoid
future attacks. Circumvention tools limit the opportunity for tampering with web browsing
and provide a layer of security against spying. YPNs don’t mean you are entirely safe,
you should consider whether the source of the software is trustworthy before you use it.

2. Smartphone owners should add Google’s 2-step authentication to their account.
Enabling this feature will require you to enter in a number that your phone displays when
you sign on from a new computer. This means that if someone steals your password,
they will not be able to get into your email without having access to your phone as well.

More information is available here: http://www.google.com/support/accounts/bin/
static.py?page=quide.cs&guide=1056283&topic=1056284
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page=guide.cs&guide=1056283 &topic=1056284
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